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Abstract

The paper discusses the implementation of Secure Sockets Layer
(SSL) certificates, which are obtained from Certificate Signing
Requests (CSRs), to facilitate secure connections between servers
and clients. SSL serves as an essential encryption protocol that
guarantees the confidentiality, integrity, and authenticity of data
transmitted over networks, thus playing a vital role in safeguarding
online transactions and communications.

The paper outlines SSL process, which encompasses key
components such as the key generation, and data encryption.
Additionally, it highlights the importance of the RSA algorithm
within SSL for effective key exchange and authentication purposes.
It also explains elliptic-curve cryptography (ECC), presenting it as
a more efficient alternative to conventional cryptographic
techniques. The advantages of ECC, particularly in terms of smaller
key sizes and enhanced security, are emphasized, showcasing its
superiority in modern cryptographic applications.

Furthermore, the paper provides practical implementation steps for
creating a CSR using C# code, illustrating how to establish a secure
connection utilizing elliptic curves. This includes a guide on
generating a CSR file, which can later be utilized in the process of
creating an SSL certificate, thus ensuring robust security for online
communications.

Key words: Elliptic-curve, Secure Socket Layer, Certificate
Signing Request, Rivest-Shamir-Adleman, Certificate Authority.

1 Copyright © ISTJ A ginae auball (5 gin
Ayl g o slell 40 sal) dlaall


http://www.doi.org/10.62341/amuc1218
mailto:aswaype@yahoo.com

International Scienceand ~ VOlUMe 36 ) B kI 50 e
Technology Journal Part 1 aaall - m

) g o glall 4 gal) Alaal) ISTJ}\Q

http://www.doi.org/10.62341/amuc1218

ABLEA) A (ulial) dduds Balgdi Ml adaY) Aadal) aladiul
Jeaadly adldd) G (el Juad ey Salgdd) addsi Glb o

suall laaa 3ga3a cCugw dgana uall ae
bl — &aas datill aslell 440
aswaype@yahoo.com
ueilal)
lgsle Jyeand) ay 1 ¢(SSL) AsaY) Jpeasill 35 Aads culolgss i Aadl 481 il
Jasi L Dlaally adlgall G 2aaY) YL Jagestl ((CSRs) wialgdll aidss bl o
ujall UL A gisag Adluns dpus (i omilad] kit JS53g S A3V Gulial) diida
cca iyl e eV Lailly cDlaleal) djlea 8 Usan g3 canly by ccnlSeill ye
Lanathyl) Lol Jads lly «SSL dua¥) uliall dala JsS539 51 ddee Lfinll A8)l) i
RSA Z0)153 Laaal e sgual) Jaloy clly ) ALaY o . lilal) ity il s Jia
Al Zisbadlly milaall ol (2l (SSL) 4wl Gulkall dads JsS5i9 5 (saca
sl bl 5ol ST a 4aaiiy ((ECC) oaalal) el uadall Liad 5 LS
plaal s (e Lo ¥ ((ECC) ala) iniall i Whe (o sl 2 dpaulil
) el il b 4Bsi mag Laa ¢ el gLy sral) malad
C# 3 Hasialy CSR el ddee 2w culghad ddad) 48)0) i ) e e
sl Jon Sls b (pacaig Laalal) ciliaiall alatiuly ol Jlail elis) 88 maagi
oLl laa L (SSL salgd elis] dudae b haY anlasial (Sar (51l «CSR Cile
eyl e YLD (g8
daalidal) cilalsl)
aasall ledal el sy aalgdl) wig lla (AieY) Gulial) dida ¢ alaY) sl
. B3uadll

Introduction

Secure Sockets Layer (SSL) is an encryption protocol designed for
secure communication over computer networks. SSL has several
versions, the first of which is SSL 3.0 and the latest is TLS 1.3. The
SSL is widely used by businesses and individuals because of its
ability to encrypt and protect sensitive data, such as login credentials
and credit card information[1]. The SSL protocol works at the
transport layer of the OSI model and creates a secure connection
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between the client and the server. This secure connection ensures
the confidentiality, integrity, and authenticity of data transmitted
between client and server. [2]

SSL Transport Layer Security (TLS) is a cryptographic
protocol designed to provide communications security over a
computer network, such as the Internet. The main difference
between SSL and TLS is that TLS is designed to address the
vulnerabilities of SSL and provide additional security features. [3]
SSL protocol provides a secure communication channel through a
computer network. It was developed by Netscape Communications
Corporation and adopted as an Internet standard.

RSA (Rivest-Shamir-Adleman) is a widely used public key
encryption algorithm that provides a secure way to encrypt and
decrypt messages.

SSL uses RSA in two different ways: for key exchange and server
authentication as part of an asymmetric encryption system. [4]

SSL uses two main encryption algorithms to create a secure
connection: symmetric encryption and asymmetric encryption.
Symmetric encryption uses the same key for encryption and
decryption, while asymmetric encryption uses a pair of keys - a
public key for encryption and a private key for decryption.

Presented below is a quick overview of how SSL establishes a
secure connection: [1] [4]

1- Handshake: The SSL handshake begins when the client
initiates a connection with the server. During this handshake,
the client and server exchange encryption parameters and
verify each other's identities.

2- Key generation: After the handshake, the client and server
generate a symmetric encryption key using the parameters
exchanged during the handshake. This key is used to encrypt
and decrypt data transferred between the client and server.

3- Data Encryption: Once the symmetric encryption key is
generated, the client and server can begin exchanging
encrypted data. This data is encrypted using a symmetric
encryption key to ensure its confidentiality and integrity.

4- Secure connection: A secure connection is now established
so that the client and server can exchange data safely and
reliably.
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SSL in a web application must obtain an SSL certificate from a
trusted certification authority (CA). This publicly available
certificate is used to establish a secure connection.

SSL architecture

Secure Sockets Layer (SSL) is a dangerous tool for ensuring the
security of data transferred between clients and servers. SSL reaches
this by encrypting the link between the server and the client,
guaranteeing that all data exchanged between them remains
confidential and protected from hateful attacks.

To better understand the function of SSL, it is necessary to research
into its various protocols. [5]

The SSL Record Protocol is responsible for severe the data into
manageable fragments, which are independently encrypted and then
sent to the recipient.

The handshake protocol is used to start a secure connection between
server and client and exchange encryption keys. [5].

The Cipher Change Specification Protocol is used to specify the
encryption algorithms that will be used in the communication.

The alert protocol is used to report problems that may arise during
the data exchange.

As shown in Figure 1. [5].

SSL SSL Change .
Handshake | Cipher Spec “"‘:[' Alert HTTP
Protocol Protocol Protocol

SSL Record Protocol

TCP

P

Figure (1) SSL architecture [5].

Certificate Signing Request (CSR) Overview

In order to generate SSL Certificate, it is necessary to create a
Certificate Signing Request (CSR) for the domain name or
hostname on server. The CSR provides a standardized way for the
certificate requester to transmit their public key to the issuing
Certificate Authority (CA). Additionally, it includes relevant
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information about the requester, as indicated below, and is paired
with a secret private key on the server. [4][5]

Common Name (CN):

The Common Name (CN) is the fully qualified domain name
(FQDN) of your server.

Organization Name (O):

The Organization Name (O) is the legal name of your company or
organization.

Organization Unit (OU):

The Organization Unit (OU) is the unit or division of your company
or organization that manages the certificate, such as the IT
Department.

Locality (L):

The Locality (L) is the city where your company or organization is
located.

State or Province Name (ST):

The State or Province Name (ST) is the state or province where your
company or organization is located.

Country (C):

The Country (C) is the country where your company or organization
is located.

Email Address:

The Email Address is an email associated with your company or
organization, such as info@ctsm.edu.ly

SSL certificate

SSL connections are driven by certificates, which are files that are
installed on servers. These certificates are specifically related to the
URL or IP address of the server on which they are installed. This is
because the attendance of the certificate on the server enables the
confidence and encryption mechanisms characteristic in SSL
sessions. The term ‘certificate’ makes from the fact that it confirms
the identity of the server to which it is assigned. It contains vital
information about the identity of the owner of the URL or IP
address, information that can be detected and validated by the client
device, thus confirming the identity of the server. Certificates are
specifically protected against meddling and fake through various
hashing algorithms that ensure they are authentic and inviolate. This
ensures that no one can claim to be another identity by meddling
with an issued certificate, and no one can create a fake certificate on
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a trusted public root. Any certificate that deviates from its original
information will be easily recognized as a forgery by any system
that interacts with it, and will be considered untrustworthy [6][7].
Elliptic Curve

Elliptic-curve cryptography (ECC) represents a sophisticated
method within the realm of public-key cryptography, leveraging the
intricate algebraic structure of elliptic curves defined over finite
fields. One of the standout advantages of ECC is its ability to deliver
robust security with smaller key sizes when compared to traditional
cryptosystems that rely on modular exponentiation within Galois
fields, such as the widely used RSA and ElGamal systems.

The flexibility of elliptic curves extends beyond just key generation;
they are useful in key agreement protocols, digital signatures, and
pseudo-random number generation, among other cryptographic
operations. Additionally, ECC can be wused indirectly for
cryptographic purposes by combining key agreement operations
with symmetric encryption techniques, thus enhancing overall
security. In addition, elliptic curves play a vital role in many integer
factorization algorithms, such as the Lenstra elliptic curve
factorization process, which is mainly important in cryptographic
applications. This complex utility highlights the importance of ECC
in modern cryptography, making it a vital component in securing
digital communications [1].

Ed25519 and Ed25519 have appeared as highly recommended
elliptic curves, recognized for their extraordinary security and
performance. They are particularly preferred in the TLS 1.2 and
TLS 1.3 cipher suites, which are generally used in e-commerce and
online banking servers. Their strong cryptographic properties make
them perfect choices for protecting sensitive transactions and
guaranteeing the integrity of online communications. [8]

Let p prime number, the finite field FP, called a prime field, is
comprised of the set of integers {0,1,2,........ ,p-1}.

An elliptic curve E over Fp is defined by an equation of the form

y2=x3+ax+b

Where a,be Fp , the set E(Fp) contain of all points (x,y), X € Fp, y
€ Fp , which satisfy the defining previous equation, and special
point O called the point at infinity.as shown in figure 2.[9]
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Infinite Point: O

Figure (2) Double point operation on elliptic curve [9]

SSL Implementation
In this paper we are an implement a secure socket layer (SSL)
certificate based on Certificate Signing Request (CSR)
firstly, create CSR by C# code and store the result in file with CSR
extension.
Use the elliptic curve equation to establish a secure connection
between two parties, server and client by the following steps:
1- Server and Client agree on the elliptic curve equation and a
base point G on the curve.
2- Server generates a private key k and computes a public key
P = kG as shown in figure (3).
3- Client generates a private key | and computes a public key
Q =1G as shown in figure (4).
4- Server and Client exchange their public keys and compute a
shared secret key S = kQ = IP.

This shared secret key S can be used to encrypt and decrypt
messages between Server and Client.
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Figure (4) Client public and private keys
there are some parameters required before generate CSR file based
on previous public keys for server and client, these parameters as
shown in figure (5)

Continue ~ - B Eim B

N Implemetation CSR

SSL based on CSR
Commen Name [Collage Of Technical science |
Organization MName |c‘5m |
Organization Unit |Educauo.—. |
Locality [12july |
State Name [Misurata |
Country |Libya |
B Email Address |||—|ﬂ3 @ctsm. edu.ly| |
Generate CSR.
Open CSR. Stored File

]
Figure (5) Entering CSR parameters interface

After run the code we will get the CSR file stored on Local storage
When open this file with notebook it will be looks like a shown in
figure (6)
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#,34all - collage of technical Science.csr ]

Olaal=i  aye Gowid py=i cale
F————BEGIN CERTIFICATE REQUEST-----
MITCaDCCAVACAQAWITENMASGATIUECAMEY 2RzbTEUMBIGALUEAXMLY3RzbS517HUuU
bHkwggE iMABGCSgGSTb3DQEBAQUAAAT BDwAwggE KAcTBAQDWEpalO6sYlvolizhe
CWb7PEL/10WEtFjro+ZsUEBsWD5uh7 Ik / %A4wF7 cGgKwzw7D7VYAFbDx WP SMGNYwb
B0s6Y7hEdjOMsrdpxYE8bkKta@FhpBmBe JE34AmtDFPFh /CAmKxMzpw73oyHEtj+rBk
K15MNwcNYN7AhbdZ+TGNd ayOkDnMo5+rhPEnDECijc3hg+Gl3vLsR2ZKNmPgyVU2gZ
EzctLACAdKsbMPhRF7tgR2zX]16]1Tw24GT 8gnviikalVhuFAJ3 c2WhVWPzzEK1MbnQq
ulLsfv5BnUcbdHUNZYnCiGReyapswvtelNsjFLDiBS /Wy ashSDcBZFxQpdEQHyIl8s
SUNJAgMBAAEWDQY IKoZIhvcNAQENBQADZgEBAB38AL 3Ry /Xb91lu3dvhgzWPcor /0Fd
0i3ZE7S1H15jPzG5XdHvvw5qc@Yxe FXPk+AEPBWRE2+RRVBwBLz8Ffa8,/ gMklezvw
yPglpggkxrazvgbYbY330G6Yk1vEIDfme9dmFylLgeleCzUgyEqBNr /USHOtYIZ1VD
BOrgZIcCtlITte5bvwySYUGTi7L2emRRUOM1x] ak+gCllyxAHc /zcb@kHRMNv+568W1
bebVzBpMWaeZL gdik+efvnlBuwdikpTCiytgad2FINARBW+ 93 rfSoPgl7m5Sizp
X1ITpbwHNmDAV11bEBKo /ASFAqeyhc Lrz5CAVOBWEPWYYzc 2c T 7dycyXYglU=
————— END CERTIFICATE REQUEST-----

UTF-8 Windows (CRLF} 100% Ln 1, Col1

Figure (6) CSR file

The CSR file will be used in C# code to generate a certificate file
with .cer extension.

After getting the CSR file, the code will run a secure connection
between server and client based on a shared key and certificate.as
shown in figures (7) and (8) respectively.

Client

Figure (8) client authentication

Results and Findings

The paper explains implementing and basics encryption of SSL
protocol, and its functionalities used up to now abstract Secure
Socket Layer (SSL) creates a secure and encrypted link between the
server and client, this can be explained in few words. Main results
and findings from the paper are as given in the following:

Role of SSL Certificates: The paper highlights the need for SSL
certificates to achieve Server-Client security. They allow SSL/TLS
encryption for transferring data securely between the server and the
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client. The public key is used for encoding and private keys (keep
on server!), which, by definition, allows to decode.

Aside from encrypting, SSL also provides identity verification for
client and server. This makes sure that client is talking to the right
server and prevents man-in-the-middle attacks and other forms of
impersonation.

A Brief overview on SSL The paper provides an overview how SSL
works in context of here using Elliptic curve and highlights secure
connections in client-server interactions. The interaction is
important to ensure that the data shared and exchanged remain
valuable and not malicious.

In summarize, this paper describes the SSL protocol and how it
works, detailing some of its most important characteristics, being
such as SSL certificates, which secure traffic between client/server
having an encrypted tunnel in a safe manner using the SSL/TLS.
The paper highlights that these certificates encrypt the data with
public and private keys, as well as authenticating both the client and
server thus protecting against any man in the middle attack. It also
elaborates the Elliptic curve role in safe communication between
client and server, a fundamental part to assure data is not modified
or viewed without authorization

Conclusion

The main point of the given text is that Secure Socket Layer (SSL)
is an encryption protocol used for secure communication over
computer networks. SSL ensures the confidentiality, integrity, and
authenticity of data transmitted between a client and server. SSL
uses RSA for key exchange and server authentication. To implement
SSL in an application, SSL certificate must be obtained from a
trusted certification. Our implementation offers a secure SSL
connection with special parameters that are used to generate CSR
file and using elliptic curve to generate a strong a shared key
between server and client This creates a specific encryptionthat
utilizes unknown algorithms and parameters, thereby preventing
any attacker from accessing sensitive data transmitted over the
connection link. As a result of this procedure, we can confidently
say that our connection between server and client is well-trusted and
secure. Our implementation works seamlessly and efficiently,
without compromising on security.
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